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Online Safety Policy 
 

 
Online Safety encompasses Internet technologies and electronic communications such as mobile 
phones as well as collaboration tools and personal publishing. It highlights the need to educate 
pupils about the benefits and risks of using technology and provides safeguards and awareness for 
users to enable them to control their Online Safety experience. 

The Schools’ Online Safety Policy has been written to reflect the need to raise awareness of the 
safety issues associated with electronic communications as a whole and relates to the internet 
activities detailed in Appendix 1. 

The school’s Online Safety policy will operate in conjunction with other policies including those for 
Pupil Behaviour, Bullying, Teaching and Learning, Data Protection and Security and Computing. 

 
 

Aims of the Policy 

 To set out the key principles expected of all members of the school community at St 
Edmund Campion Catholic Primary School with respect to the use of ICT-based 
technologies

 Have robust processes in place to ensure the online safety of pupils, staff, volunteers and governors 
of St Edmund Campion Catholic Primary School 

 To assist school staff working with children to work safely and responsibly with the internet 
and other communication technologies

 To set out clear expectations of behaviour and/or codes of practice relevant to responsible 
use of the internet for educational, personal or recreational use

 Deliver an effective approach to online safety, which empowers us to protect and educate the whole 
school community in its use of technology, including mobile and smart technology (which we refer to 
as ‘mobile phones’)  

 Establish clear mechanisms to identify, intervene and escalate an incident, where appropriate 

 
 

End to End Online Safety 

Online Safety depends on effective practice at a number of levels: 

 Responsible ICT use by all staff and students; encouraged by education and made explicit 
through published policies.

 Sound implementation of Online Safety policy in both administration and curriculum, 
including secure school network design and use.

 Safe and secure broadband hosted by Fortinet.

 Senso systems monitoring in-house usage of ICT-based technologies, flagging up and 
incidents and keeping a log of them

 Linked closely with Anti-Bullying Policy

 
The 4 key categories of risk 

Our approach to online safety is based on addressing the following categories of risk: 

 Content – being exposed to illegal, inappropriate or harmful content, such as pornography, 
fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation and 
extremism 
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 Contact – being subjected to harmful online interaction with other users, such as peer-to-
peer pressure, commercial advertising and adults posing as children or young adults with 
the intention to groom or exploit them for sexual, criminal, financial or other purposes 

 Conduct – personal online behaviour that increases the likelihood of, or causes, harm, such 
as making, sending and receiving explicit images (e.g. consensual and non-consensual 
sharing of nudes and semi-nudes and/or pornography), sharing other explicit images and 
online bullying; and  

 Commerce – risks such as online gambling, inappropriate advertising, phishing and/or 
financial scam 

 

Legislation and guidance 

This policy is based on the Department for Education’s (DfE) statutory safeguarding guidance, 
Keeping Children Safe in Education, and its advice for schools on: 

 Teaching online safety in schools 

 Preventing and tackling bullying and cyber-bullying: advice for headteachers and school 
staff 

 Relationships and sex education  

 Searching, screening and confiscation 

 Diocese of Nottingham :: Primary RSE (Relationships and Sex Education) Nottinghamshire 
Diocese Primary schools. 

 New UKCIS Guidance: Sharing Nudes and Semi-Nudes - Ineqe Safeguarding Group 

It also refers to the DfE’s guidance on protecting children from radicalisation. 

It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the 
Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education 
Act 2011, which has given teachers stronger powers to tackle cyber-bullying by, if necessary, 
searching for and deleting inappropriate images or files on pupils’ electronic devices where they 
believe there is a ‘good reason’ to do so. 

 The policy also takes into account the National Curriculum computing programmes of study. 

 This policy complies with our funding agreement and articles of association. 

Other guidance can also be found on the NSPCC website. 
 
Our Online Safety Policy has been written by the school, building on government guidance. It has 
been agreed by senior management and approved by governors. The Online Safety Policy and its 
implementation will be reviewed annually. 

 

 Online Safety Co-ordinator: Mrs C. Eccles

 Designated Safeguarding Lead (DSL): Mrs A. Blake

 Executive assistant: Me T.Smith

 The Online Safety Policy was revised by: Mrs C. Eccles

https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.dioceseofnottingham.uk/education/primary-re/primary-rse
https://ineqe.com/2021/01/13/ukcis/
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty
https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/2006/40/contents
https://www.legislation.gov.uk/ukpga/2010/15/contents
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
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Roles and Responsibilities 

We believe that Online Safety is the responsibility of the whole school community, and everyone 
has a responsibility to ensure that all members of the community are able to benefit from the 
opportunities that technology provides for learning and teaching. The following responsibilities 
demonstrate how each member of the community will contribute. 

 
Responsibilities of the Headteacher 

 The Headteacher is ultimately responsible for Online Safety provision including Online 

Safety for all members of the school community

 The Headteacher and senior leadership team are responsible for ensuring that all relevant 

staff receive suitable training to enable them to carry out their Online Safety roles and to 

train other colleagues when necessary

 To ensure that Online Safety issues are logged appropriately using CPOMs if related to 

safeguarding issues



Responsibilities of the designated safeguarding leads 

The DSLs take lead responsibility for online safety in school, in particular: 

 Supporting the headteacher in ensuring that staff understand this policy and that it is being 
implemented consistently throughout the school 

 Working with the headteacher, IT manager and other staff, as necessary, to address any 
online safety issues or incidents 

 Managing all online safety issues and incidents in line with the school child protection policy 

 Ensuring that any online safety incidents are logged and dealt with appropriately in line with 
this policy 

 Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line 
with the school behaviour policy 

 Work alongside the Online Safety Co-ordinator to update and deliver staff training on online 
safety 

 Liaising with other agencies and/or external services if necessary 

 Providing regular reports on online safety in school to the headteacher and/or governing 
board 

Responsibilities of the Online Safety Co-ordinator 

 To promote an awareness and commitment to Online Safety throughout the school

 To be the first point of contact in school on all Online Safety matters alongside the 
Designated Safeguarding Leads (DSLs)

 To take day-to-day responsibility for Online Safety within school and to have a leading role 

in establishing and reviewing the school Online Safety policies and procedures

 To communicate regularly with school technical staff

 To communicate regularly with the designated Online Safety governor

 To create and maintain Online Safety policies and procedures

 To ensure that all members of staff receive an appropriate level of training in Online Safety 

issues, provided through the National Online Safety platform

 To ensure that Online Safety education is embedded across the curriculum

 To ensure that Online Safety is promoted to parents and carers

 To liaise with the local authority, the Local Safety Children Board and other relevant 

agencies as appropriate

 To ensure that all staff are aware of the procedures that need to be followed in the event of 

an Online Safety incident

 To ensure that the school Acceptable Use policies are current and pertinent.

 Liaise with Frog-Box IT regarding Online Safety Matters 
 



St Edmund Campion Catholic Primary School Online Safety Policy Page 4 21/11/2022  

Responsibilities of teachers and support staff 

 To read, understand and help promote the school’s Online Safety policies and guidance

 To read, understand and adhere to the school staff Acceptable Use Policy

 To report any suspected misuse or problem to the Online Safety coordinator

 To develop and maintain an awareness of current Online Safety issues and guidance

 To model safe and responsible behaviours in their own use of technology

 To ensure that any digital communications with pupils should be on a professional level and 

only through school based systems, NEVER through personal mechanisms, e.g. email, 

text, mobile phones, social media etc.

 To embed Online Safety messages in learning activities across all areas of the curriculum.

 To supervise and guide pupils carefully when engaged in learning activities involving 

technology

 To ensure that pupils are fully aware of research skills and are fully aware of legal issues 

relating to electronic content such as copyright laws

 To be aware of Online Safety issues related to the use of mobile phones, cameras and 

handheld devices

 To understand and be aware of incident-reporting mechanisms that exist within the school

 To maintain a professional level of conduct in personal use of technology at all times
 

Responsibilities of ICT technician/technical staff 

 To read, understand, contribute to and help promote the school’s Online Safety policies and 

guidance

 To read, understand and adhere to the school staff Acceptable Use Policy

 To report any Online Safety related issues that come to your attention to the Online Safety 

coordinator, via the use of SENSO

 To develop and maintain an awareness of current Online Safety issues, legislation and 

guidance relevant to their work

 To maintain a professional level of conduct in your personal use of technology at all times

 To support the school in providing a safe technical infrastructure to support learning and 

teaching

 To ensure that access to the school network is only through an authorised, restricted 

mechanism

 To ensure that provision exists for misuse detection and malicious attack

 To take responsibility for the security of the school ICT system

 To liaise with the local authority and other appropriate people and organisations on 

technical issues

 To document all technical procedures and review them for accuracy at appropriate intervals

 To restrict all administrator level accounts appropriately

 To ensure that access controls exist to protect personal and sensitive information held on 

school-owned devices

 To ensure that appropriate physical access controls exist to control access to information 

systems and telecommunications equipment situated within school

 To ensure that appropriate backup procedures exist so that critical information and systems 

can be recovered in the event of a disaster

 To ensure that controls and procedures exist so that access to school-owned software 

assets is restricted

 

Responsibilities of the Executive Assistant 

 To read, understand, contribute to and help promote the school’s Online Safety policies and 

guidance
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 To read, understand and adhere to the school staff Acceptable Use Policy

 To report any Online Safety related issues that come to your attention to the Online Safety 

coordinator, via the use of SENSO

 To monitor the SENSO log for any Online Safety related issues and escalate any 

safeguarding incidents

Responsibilities of pupils 

 To read, understand and adhere to the school pupil Acceptable Use Policy

 To know and understand school policies on the use of mobile phones, digital cameras and 

handheld devices

 To know and understand school policies on the taking and use of mobile phones

 To know and understand school policies regarding cyber bullying

 To take responsibility for learning about the benefits and risks of using the internet and 

other technologies safely both in school and at home

 To understand what action they should take if they feel worried, uncomfortable, vulnerable 

or at risk while using technology in school and at home, or if they know of someone who 

this is happening to

 To understand the importance of reporting abuse, misuse or access to inappropriate 

materials and to be fully aware of the incident-reporting mechanisms that exists within 

school

Responsibilities of parents and carers 

 To help and support the school in promoting Online Safety

 To read, understand and promote the school pupil Acceptable Use Policy with their children

 To take responsibility for learning about the benefits and risks of using the internet and 

other technologies that their children use in school and at home

 To discuss Online Safety concerns with their children, show an interest in how they are 

using technology and encourage them to behave safely and responsibly when using 

technology

 To model safe and responsible behaviours in their own use of technology

 To consult with the school if they have any concerns about their children’s use of 

technology

 To agree to and sign the school’s permissions form which clearly sets out the use of 

photographic and video images outside of school

 Parents may take photographs at school events: however, they must ensure that any 

images or videos taken involving children other than their own are for personal use and will 

not be published on the internet including social networking sites

 Parents and carers are asked to read through and sign acceptable use agreements on 

behalf of their children on admission to school

 Parents and carers to complete the Pupil Consent form for permission of child 

images.

Parents can seek further guidance on keeping children safe online from the following organisations 
and websites: 

 What are the issues? –  UK Safer Internet Centre 

 Hot topics –   Childnet International 

 Parent resource sheet –  Childnet International 

 Healthy relationships –  Disrespect Nobody 

 National Online Safety -  https://nationalonlinesafety.com/enrol/st-edmund-

campion-catholic-voluntary-academy  

https://www.saferinternet.org.uk/advice-centre/parents-and-carers/what-are-issues
http://www.childnet.com/parents-and-carers/hot-topics
https://www.childnet.com/resources/parents-and-carers-resource-sheet
https://www.disrespectnobody.co.uk/
https://nationalonlinesafety.com/enrol/st-edmund-campion-catholic-voluntary-academy
https://nationalonlinesafety.com/enrol/st-edmund-campion-catholic-voluntary-academy
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Responsibilities of the governing body 

 To read, understand, contribute to and help promote the school’s Online Safety policies and 

guidance

 To develop an overview of the benefits and risks of the internet and common technologies 

used by pupils

 To develop an overview of how the school ICT infrastructure provides safe access to the 

internet

 To develop an overview of how the school encourages pupils to adopt safe and responsible 

behaviours in their use of technology in and out of school

 To support the work of the school in promoting and ensuring safe and responsible use of 

technology in and out of school

 To ensure appropriate funding and resources are available for the school to implement its 
computing curriculum

 

Responsibilities of the Child Protection Designated Person 

 To understand the issues surrounding the sharing of personal or sensitive information

 To understand the dangers regarding access to inappropriate Online Safety contact with 

adults and strangers

 To be aware of potential or actual incidents involving grooming of young children

 To be aware of and understand cyber bullying and the use of social media for this purpose

 
Teaching and learning 

We believe that the key to developing safe and responsible behaviours Online Safety, not only for 
pupils but everyone within our school community, lies in effective education. We know that the 
internet and other technologies are embedded in our pupils’ lives, not just in school but outside as 
well, and we believe we have a duty to help prepare our pupils to safely benefit from the 
opportunities the internet brings. 

 

Internet use will enhance learning 

 The school Internet access will be designed expressly for pupil use and will include filtering 
appropriate to the age of pupils.

 Pupils will be taught what Internet use is acceptable and what is not and given clear 
objectives for Internet use.

 We will provide a series of specific e-Safeguarding-related lessons in specific year groups 

as part of the Computing curriculum / RSHE curriculum.

 We will celebrate and promote e-Safeguarding through whole-school activities, including 

promoting Safer Internet Day.

 Any internet use will be carefully planned to ensure that it is age appropriate and supports 

the learning objectives for specific curriculum areas.

 Pupils will be taught how to use a range of age-appropriate Online Safety tools in a safe 

and effective way.

 Staff will model safe and responsible behaviour in their own use of technology during 

lessons.

 We will teach pupils how to search for information and to evaluate the content of websites 

for accuracy when using them in any curriculum area.

 When searching the internet for information, pupils will be guided to use age-appropriate 

search engines. All use will be monitored and pupils will be reminded of what to do if they 

come across unsuitable content.

 Pupils will be educated in the effective use of the Internet in research, including the skills of 

knowledge location, retrieval and evaluation

 Pupils will be taught to be critically aware of the materials they read and shown how to 
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validate information before accepting its accuracy.

 All pupils will be taught in an age-appropriate way about copyright in relation to Online 

Safety resources and will be taught to understand about ownership and the importance of 

respecting and acknowledging copyright of materials found on the internet.

 Pupils will be taught about the impact of cyber bullying and know how to seek help if they 

are affected by any form of Online Safety bullying.

 Pupils will be made aware of where to seek advice or help if they experience problems 
when using the internet and related technologies; i.e. parent or carer, teacher or trusted 
staff member, or an organisation such as Childline or the CEOP report abuse icon



Cyber-bullying 

 
Cyber-bullying takes place online, such as through social networking sites, messaging apps or 
gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of one person or 
group by another person or group, where the relationship involves an imbalance of power. (See also 
the school behaviour policy.) 

 

Preventing and addressing cyber-bullying 
To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they 
become aware of it happening to them or others. We will ensure that pupils know how they can report 
any incidents and are encouraged to do so, including where they are a witness rather than the victim. 

The school will actively discuss cyber-bullying with pupils, explaining the reasons why it occurs, the 
forms it may take and what the consequences can be. Class teachers will discuss cyber-bullying with 
their tutor groups. 

Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover 
cyber-bullying. This includes personal, social, health and economic (PSHE) education, and other 
subjects where appropriate. 

All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its impact 
and ways to support pupils, as part of safeguarding training (see section 11 for more detail). 

The school also sends information/leaflets on cyber-bullying to parents so that they are aware of the 
signs, how to report it and how they can support children who may be affected. 

In relation to a specific incident of cyber-bullying, the school will follow the processes set out in the 
school behaviour policy. Where illegal, inappropriate or harmful material has been spread among 
pupils, the school will use all reasonable endeavours to ensure the incident is contained. 

The DSL will consider whether the incident should be reported to the police if it involves illegal 
material, and will work with external services if it is deemed necessary to do so. 

 

Examining electronic devices 
School staff have the specific power under the Education and Inspections Act 2006 (which has been 
increased by the Education Act 2011) to search for and, if necessary, delete inappropriate images or 
files on pupils’ electronic devices, including mobile phones, iPads and other tablet devices, where 
they believe there is a ‘good reason’ to do so. 

When deciding whether there is a good reason to examine or erase data or files on an electronic 
device, staff must reasonably suspect that the data or file in question has been, or could be, used to:  

 Cause harm, and/or 

 Disrupt teaching, and/or 

 Break any of the school rules 

If inappropriate material is found on the device, it is up to the staff member in conjunction with the 
DSL or other member of the senior leadership team to decide whether they should:  
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 Delete that material, or 

 Retain it as evidence (of a criminal offence or a breach of school discipline), and/or 

 Report it to the police* 

* Staff may also confiscate devices for evidence to hand to the police, if a pupil discloses that they 
are being abused and that this abuse includes an online element.  

“The headteacher or principal or (where the headteacher or principal is the subject of an 
allegation) the CEO or as delegated by the CEO (the ‘case manager’), should discuss the 
allegation immediately with the designated officer(s). The purpose of an initial discussion is 
for the designated officer(s) (usually a DSL or a member of SLT with appropriate Safeguarding 
training) and the case manager to consider the nature, content and context of the allegation 
and agree a course of action.” Page 8 Managing Allegations Protocol. 

 

Any searching of pupils will be carried out in line with: 

 The DfE’s latest guidance on screening, searching and confiscation  

 UKCIS guidance on sharing nudes and semi-nudes: advice for education settings 
working with children and young people 

o New UKCIS Guidance: Sharing Nudes and Semi-Nudes - Ineqe Safeguarding Group 

 The school’s COVID-19 risk assessment 

Any complaints about searching for or deleting inappropriate images or files on pupils’ 
electronic devices will be dealt with through the school complaints procedure.

 
 

Managing Systems and Access 

 The school will be responsible for ensuring that access to the ICT systems is as safe and 

secure as reasonably possible.

 Servers and other key hardware or infrastructure will be located securely with only 

appropriate staff permitted access.

 Servers, workstations and other hardware and software will be kept updated as 

appropriate.

 Virus protection is installed on all appropriate hardware, and will be kept active and up to 

date.

 The school will agree which users should and should not have internet access and the 

appropriate level of access and supervision they should receive.

 All internet access will be undertaken alongside a member of staff or, if working 

independently, a member of staff will supervise at all times.

 Members of staff will access the internet and staff server using an individual id and 

password, which they will keep secure. They will ensure that they log out after each 

session and not allow pupils      to access the internet through their id and password. They 

will abide by the school AUP at all times



Published content and the school web site 

 The contact details on the Web site should be the school address, e-mail and telephone 
number. Staff or pupils’ personal information will not be published.

 The headteacher will take overall editorial responsibility and ensure that content is accurate 
and appropriate.

 

Social networking and personal publishing 

 The school will block/filter access to social networking sites.

https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://ineqe.com/2021/01/13/ukcis/
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 Newsgroups will be blocked unless a specific use is approved.

 Pupils will be advised never to give out personal details of any kind which may identify them 
or their location.

 Pupils and parents will be advised that the use of social network spaces outside school is 
inappropriate for primary aged pupils.

 

Managing filtering 

 The school will work with the LA, DfES and the Internet Service Provider to ensure systems 
to protect pupils are reviewed and improved.

 If staff or pupils discover an unsuitable site, it must be reported to the Online Safety 
Coordinator.

 Senior staff will ensure that regular checks are made to ensure that the filtering methods 
selected are appropriate, effective and reasonable.

 
Managing videoconferencing 

 IP videoconferencing should use the educational broadband network to ensure quality of 
service and security rather than the Internet.

 Pupils should ask permission from the supervising teacher before making or answering a 
videoconference call.

 Videoconferencing will be appropriately supervised for the pupils’ age.
 
Managing Email 

 Pupils may only use school-approved accounts on the school system and only under direct 

teacher supervision for educational purposes.

 Pupils and staff will be reminded when using email about the need to send polite and 

responsible messages.

 Pupils and staff will be reminded about the dangers of revealing personal information within 

email conversations.

 

Managing in-house incidents 

 Senso will run across the school, monitoring the language types by pupils and staff 

 Key words will be flagged up by the system, logged and reported to the Executive 

Assistant and ICT technician, who will then speak with specific members of staff

 Decisions will be made about the context of the incident and the pupil may be spoken with

 If issues need to be escalated, the Safeguarding policy will be adhered to and incidents 

will be reported on CPOMs

 

Managing emerging technologies 

 Emerging technologies will be examined for educational benefit and a risk assessment will 

be carried out before their use in school is allowed.

 Emerging technologies can incorporate software and/or hardware products.

 The acceptable use of any new or emerging technologies in use within school will be 

reflected within the school e-Safeguarding and Acceptable Use policies.

 Prior to deploying any new technologies within school, staff and pupils will have appropriate 

awareness training regarding safe usage and any associated risks
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Protecting personal data 
 

 Personal data will be recorded, processed, transferred and made available according to the 
Data Protection Act 1998. 

 

Managing Digital Content 
Using images, video, sound and examples of work 

 Written permission from parents or carers will be obtained for the following locations before 

photographs of pupils are published. This will be done via the permissions form included in 

the welcome pack for new starters. 

1. On the school website or blog 

2. In the school prospectus and other printed promotional material, e.g. newsletters 

3. In display material that may be used around the school 

4. In display material that may be used off site 

5. Recorded or transmitted on a video or via webcam in an educational conference 

6. On Twitter and other websites 

 Parents and carers may withdraw permission, in writing, at any time. 

 Photographs that include pupils will be selected carefully and will not enable individual 
pupils to be clearly identified. 

 Pupils’ full names will not be used anywhere on the Web site or Blog, particularly in 
association with photographs. 

 We will remind pupils of safe and responsible behaviours when creating, using and storing 

digital images, video and sound. 

 We will remind pupils of the risks of inappropriate use of digital images, video and sound in 

their Online Safety activities both at school and at home. 

 Pupils and staff will only use school equipment to create digital images, video and sound. In 

exceptional circumstances, personal equipment may be used with permission from the 

headteacher provided that any media is transferred solely to a school device and deleted 

from any personal devices. In particular, digital images, video and sound will not be taken 

without the permission of participants; images and video will be of appropriate activities and 

participants will be in appropriate dress; full names of participants will not be used either 

within the resource itself, within the file name or in accompanying text Online Safety; such 

resources will not be published Online Safety without the permission of the staff and pupils 

involved. 

 Parents may take photographs at school events: however, they must ensure that any 

images or videos taken involving children other than their own are for personal use and will 

not be published on the internet including social networking sites 

 

Storage of images 

 Any images, videos or sound clips of pupils must be stored on the school network or school 

owned cloud storage and never transferred to personally-owned equipment. 

 The school may store images of pupils that have left the school following their departure for 

use in school activities and promotional resources. 

 Pupils and staff are not permitted to use personal portable media for storage of any images, 

videos or sound clips of pupils. 

 Our Online Safety Coordinator has the responsibility of deleting the images when they are 

no longer required. 
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Policy Decisions 

Authorising Internet access 

 All staff must read and sign the ‘Acceptable ICT Use Agreement’ before using any school 
ICT resource. 

 The school will keep a record of all breaches of the Online Safety rules and will restrict or 
withdraw pupil’s access to the internet where necessary. 

 At Key Stage 1, access to the Internet will be by adult demonstration with occasional 
directly supervised access to specific, approved on-line materials and applications. 

 

Assessing risks 

 The school will take all reasonable precautions to ensure that users access only 
appropriate material. However, due to the international scale and linked nature of Internet 
content, it is not possible to guarantee that unsuitable material will never appear on a 
school computer. The school can not accept liability for the material accessed, or any 
consequences of Internet access. 

 The school will audit IT provision to establish if the Online Safety policy is adequate and 
that its implementation is effective. 

 

Recording and Reporting Online Safety Concerns and Handling Online Safety complaints 

 All incidents involving any Online Safety concerns will be reported to the Online Safety Co- 
Ordinator and recorded

 If necessary, they will be reported to the Designated Safeguarding Leads and further 
action will be taken

 Complaints of Internet misuse will be dealt with by a senior member of staff.

 Any complaint about staff misuse must be referred to the headteacher.

 Complaints of a child protection nature must be dealt with in accordance with school child 
protection procedures.

 Pupils and parents will be informed of the complaints procedure.

 Discussions will be held with the Police School Liaison Officer to establish procedures for 
handling potentially illegal issues.

 
Community use of the Internet 

 The school will liaise with local organisations to establish a common approach to Online 
Safety.

 
Mobile Phones 

 Mobile phones and personally owned devices will not be used in any way during lessons or 

formal school time. All staff and visitors must turn off their mobile phones on enter school.

 Mobile phones and personally owned mobile devices brought in to school by staff are the 

responsibility of the device owner. The school accepts no responsibility for the loss, theft or 

damage of personally owned mobile phones or mobile devices.

 No images or videos should be taken on mobile phones or personally-owned mobile 

devices.

 Pupils need to sign the mobile use agreement document and follow it if they want to bring 
their mobile phone into school. 

 

Pupils’ use of personal devices 

 If a pupil breaches the school policy then the phone or device will be confiscated and will be 
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held in a secure place in the school office. Mobile phones will be released to parents or 

carers in accordance with the school policy.

Staff use of personal devices 

 Staff are not permitted to use their own mobile phones or devices for contacting children, 

young people or their families within or outside of the setting in a professional capacity.

 Mobile Phones and personally owned devices will be switched off during the school day, 

unless permission has been granted by a member of the senior leadership team in 

emergency circumstances.

 Staff should not use personal devices such as mobile phones or cameras to take photos or 

videos of pupils and will only use work provided equipment for this purpose.

 If a member of staff breaches the school policy then disciplinary action may be taken.

 Where staff members are required to use a mobile phone for school duties, for instance in 

case of emergency during off-site activities, or for contacting pupils or parents, then they 

may use their own devices and hide (by inputting 141) their own mobile numbers for 

confidentiality purposes.

Training 

All new staff members will receive training, as part of their induction, on safe internet use and online 
safeguarding issues including cyber-bullying and the risks of online radicalisation. 

All staff members will receive refresher training at least once each academic year as part of 
safeguarding training, as well as relevant updates as required (for example through emails, e-
bulletins and staff meetings). 

By way of this training, all staff will be made aware that:  

 Technology is a significant component in many safeguarding and wellbeing issues, and that 
children are at risk of online abuse  

 Children can abuse their peers online through: 

o Abusive, harassing, and misogynistic messages  

o Non-consensual sharing of indecent nude and semi-nude images and/or videos, 
especially around chat groups  

o Sharing of abusive images and pornography, to those who don’t want to receive such 
content 

 Physical abuse, sexual violence and initiation/hazing type violence can all contain an online 
element   

Training will also help staff:  

 develop better awareness to assist in spotting the signs and symptoms of online abuse  

 develop the ability to ensure pupils can recognise dangers and risks in online activity and can 
weigh the risks up 

 develop the ability to influence pupils to make the healthiest long-term choices and keep them 
safe from harm in the short term   

The DSL and DDSLs will undertake child protection and safeguarding training, which will include 
online safety, at least every 2 years. They will also update their knowledge and skills on the subject of 
online safety at regular intervals, and at least annually. 

Governors will receive training on safe internet use and online safeguarding issues as part of their 
safeguarding training. 

Volunteers will receive appropriate training and updates, if applicable. 

More information about safeguarding training is set out in our child protection and safeguarding 

policy. 
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Appendix 1: Internet use - Possible teaching and learning activities 
 

Activities Key Online Safety issues Relevant websites 

Using search engines 
to access information 
from a range of 
websites. 

Parental consent should be sought. 

Pupils should be supervised. 

Pupils should be taught what 
internet use is acceptable and what 
to do if they access material they 
are uncomfortable with. 

Web quests e.g. 

- Ask Jeeves for kids 

- DuckDuckGo 

- CBBC Search 

- Kiddle 

- Living Library 

- -Google 

Exchanging 
information with other 
pupils and asking 
questions of experts 
via e-mail. 

Pupils should only use approved e- 
mail accounts, within closed 
systems. 

Pupils should never give out 
personal information. 

Consider using systems that provide 
Online Safety moderation e.g. 
SuperClubs. 

 

Seesaw 
Microsoft Teams 

Publishing pupils’ work 
on school websites. 

Pupils’ full names and other 
personal information should be 
omitted. 

SEC Website,  
OLOL trust website, 
Seesaw 

Publishing images 
including photographs 
of pupils. 

Parental consent for publication of 
photographs should be sought –  
form. 

Photographs should not enable 
individual pupils to be identified. 

File names should not refer to the 
pupil by name. 

SEC Website,  
OLOL trust website, 
Seesaw 
SEC Social Media 
Platforms 

Audio and video 
conferencing to gather 
information and share 
pupils’ work. 

Pupils should be supervised. 

Only sites that are secure and need 
to be accessed using an e-mail 
address or protected password 
should be used. 

Teams 
Seesaw 

 


